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What is TAILS ? 

ÅTails is a live system that aims to preserve your privacy and 
anonymity. It helps you to use the Internet anonymously 
and circumvent censorship almost anywhere you go and on 
any computer but leaving no trace unless you ask it to 
explicitly. 

ÅIt is a complete operating system designed to be used from 
a USB stick or a DVD independently of the computer's 
original operating system. It is Free Software and based on 
Debian GNU/Linux. 

ÅTails comes with several built-in applications pre-configured 
with security in mind: Tor web browser, instant messaging 
client, email client, Libre office suite, image and sound 
editor, BitCoin Wallet Client, GPG encryption 
 

https://tails.boum.org/doc/about/license/index.en.html
https://www.debian.org/
https://www.debian.org/
https://www.debian.org/


What is TAILS 

ÅBecause it is a live boot linux based operating 
system, all the temporary swap files, backup 
copies of documents, any crash dumps and log 
files etc. only reside in memory *not* on the 
hard disk of your computer. Anything configured 
to be Persistent is strongly encrypted 

ÅThis makes computer forensics examination of a  
seized or stolen computer much, much harder 



When *not* to use TAILS 

ÅIf you are a whistleblower or confidential 
source and you are the only person in the list 
of people with access to a leaked document 
and you are the only person with TAILS  
installed on a USB device (if legally / illegally 
ǎŜƛȊŜŘ ƻǊ άǾƻƭǳƴǘŀǊƛƭȅέ ŜȄŀƳƛƴŜŘύ 

ÅRead *all* the TAILS / Tor warnings and 
caveats 
ïhttps://tails.boum.org/doc/about/warning/index.en.html 



When *not* to use TAILS 



Downloading and Verifying TAILS iso 

ÅThe main TAILS front end website URL is 

Åhttps://tails.boum.org 

ÅN.B. if you are a whistleblower, just accessing 
this from your work computer may be enough 
to make you the prime suspect in any leak 
investigation 

https://tails.boum.org/


Downloading and Verifying TAILS iso 

ÅDownload the latest TAILS .iso distribution 

ÅYou can use the GPG signature to verify that 
the .iso has not been corrupted in 
transmission (unlikely) 



Downloading and Verifying TAILS iso 

ÅBut the integrity of this relies on that of the 
https:// TLS website or the GPG Keyserver you 
got the Signing Key from 

ÅN.B. Even this does not completely guarantee 
that this is an untampered version of the 
software, if a Nation State is doing Man in the 
Middle / or NSA / GCHQ QUANTUM side 
jacking  



Downloading and Verifying TAILS iso 

ÅSince TAILS is open source, it is theoretically 
possible to build it from the (examinable) source 
code. 

ÅAlmost no real users can or will ever do this 

ÅHowever, the threat to Nation State attackers is 
that someone *could* detect and reverse 
engineer and steal any Zero Days malware, 
thereby limiting the chances of such attacks 
except against unsophisticated high value targets 
e.g. ISIS or Trump henchmen (but not Putin etc.) 



Check your USB is formatted to FAT32 

ÅIt can be hard to forensically securely erase data on a 
USB flash memory pen drive / key  due to the Wear 
Levelling Algorithms which spread the logical file 
system locations around underneath the physical Flash 
Abstraction Layer 

ÅUse two fresh USB keys of the same size and model 
bought over the counter for cash in e.g. Tescos 

ÅDo not order these online e.g. via Amazon even if 
slightly cheaper, but leaving a financial data trai & 
tipping of potential Supply Chain tampering attackers 



Check your USB is formatted to FAT32 

ÅIf you are being targeted by a sophisticated 
attacker, they could change the firmware of 
the Flash Memory Controller chip to include 
e.g. pass phrase or crypto key or bitcoin etc. 
stealing malware so do not reuse USB sticks 
from dodgy sources 

 



Check your USB is formatted to FAT32 

ÅBy default your out of the packaging USB key 
will be formatted as FAT32 but right click and 
look at the Properties to check 

 

 



Follow the TAILS website workflow 

ÅThe TAILS website has good screenshots and 
workflow of how to install TAILS using 
Windows or Apple Mac or Linux. 

ÅWe will follow the Windows workflow (N.B. 
once completed the TAILS USB key can be 
used to boot on e.g. Apple Mac even if 
created on Windows and vice versa) 



Follow the TAILS website workflow 
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Follow the TAILS website workflow 

ÅThe TAILS .iso distribution is just over a 1 
Gigabyte in size, so the time it takes to 
download will vary with your available 
internet connection speed 

ÅFor this workshop the .iso has already been 
downloaded (and verified, but see above) 



Follow the TAILS website workflow 



Follow the TAILS website workflow 

ÅDown loading a copy of the Universal USB 
Installer software relies on the integrity of the 
https://tails.boum.org  TLS encrypted website 

https://tails.boum.org/


Universal USB installer 

ÅSelect Tails from the long list of standard Linux 
and Windows .iso distributions - the software is 
designed to allow you boot and install various 
software destructions from a USB stick rather 
than having to burn a DVD disc, which not all 
computers have these days 

ÅIt puts its own small bootable Linux distribution 
on the USB, hence why TAILS is a 2 stage process, 
primarily to get rid of this bootstrap when no 
longer needed 



Universal USB installer 

ÅSelect the Tails .iso  in the folder you 
downloaded it to  

Å Tick the Format as FAT32 if your USB device is 
not already formatted as such 

ÅStart the install. 



Universal USB installer 



Universal USB installer 



Universal USB installer 

ÅUsing USB 3.0 the process takes a couple of 
minutes for a 16 GB USB device 

ÅFor USB 2.0  it takes about 10 minutes for a 16 
GB USB device 

ÅTAILS needs a minimum of 4GB USB devices, 
but you cannot easily buy anything smaller 
than 16 GB nowadays over the counter 



Universal USB installer 



Universal USB installer 



Boot the Intermediate TAILS USB 

ÅShut down Windows and boot  from the TAILS 
USB device 

ÅYou may first have to turn off Secure Boot 
setting in your BIOS, but UEFI boot does work 
ok on some models and on Apple etc. 



Use TAILS Installer to Clone to 2nd 
FAT32 USB of same size / make 



Use TAILS Installer to Clone to 2nd 
FAT32 USB of same size / make 


