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Setting up a forensics resistant
live boot TAILS USB key

@CryptoPartyLDN
https://cryptoparty.in/london
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What is TAILS ?

A Tails is a live system that aims to preserve your privacy anc
anonymity. It helps you to use the Internet anonymously
and circumvent censorship almost anywhere you go and or
any computer but leaving no trace unless you ask it to
explicitly.

A It is a complete operating system designed to be used from
a USB stick or a DVD independently of the computer's
original operating system. It lsree Softwar@and based on
DebianGNU/Linux

A Tails comes with several built applications preconfigured
with security in mind: Tor web browser, instant messaging
client, email clientLibreoffice suite, image and sound
editor, BitCoinWallet Client, GPG encryption



https://tails.boum.org/doc/about/license/index.en.html
https://www.debian.org/
https://www.debian.org/
https://www.debian.org/

What is TAILS

A Because it is a live bobhuxbased operating
system, all the temporary swap files, backup
copies of documents, any crash dumps and log
files etc. only reside in memory *not* on the
hard disk of your computer. Anything configured
to be Persistent is strongly encrypted

A This makes computer forensics examination of a
seized or stolen computer much, much harder



When *not* to use TAILS

A If you are awhistlebloweror confidential
source and you are the only person in the list
of people with access to a leaked document
and you are the only person with TAILS
mstalled on a USB device (if legally / illegally
ASAI SR 2NJ a2t dzy G | NA €

A Read *all* the TAILS / Tor warnings and
caveats
I https://tails.boum.org/doc/about/warning/index.en.html



When *not* to use TA

Warning

« System requirements

Even though we do our best to offer you good tools to protect your privacy while using a
computer, there is no magic or perfect solution to such a complex problem.
Understanding well the limits of such tools is a crucial step to, first, decide whether Tails
is the right tool for you, and second, make a good use of it.

. Tails does not protect against compromised hardware

. Tails can be compromised if installed or plugged in untrusted systems

. Tails does not protect against BIOS or firmware attacks

. Tor exit nodes can eavesdrop on communications

. Tails makes it clear that you are using Tor and probably Tails

. Man-in-the-middle attacks

. Confirmation attacks

. Tails doesn't encrypt your documents by default

. Tails doesn't clear the metadata of your documents for you and doesn't
encrypt the Subject: and other headers of your encrypted email
messages

10. Tor doesn't protect you from a global adversary

11. Tails doesn't magically separate your different contextual identities

12. Tails doesn't make your crappy passwords stronger

13. Tails is a work in progress

W~ DWW




Downloading and Verifying TAIIsS

A The main TAILS front end website URL is
A https://tails.boum.org

A N.B. if you are avhistleblower just accessing
this from your work computer may be enough
to make you the prime suspect in any leak
Investigation



https://tails.boum.org/

Downloading and Verifying TAIIsS

A Download the latest TAILSadistribution

A You can use the GPG signature to verify that
the Isohas not been corrupted In
transmission (unlikely)

g EDDSA
Good signature from "Tails 2
aka "Tails ¢ er FF1i ; key) <tails@boum.org>" [unknown]

WARNING: This key is not LPrt1+1Pd with a tTUHth HlﬂhaturP|
There is no indication that the signature belongs to the owner.
r fingerprint: AF4 D311 A415 3E2B B7CA DB 58AC D8AF
Subkey fingerprint: CDAD 4351 AFA6 933F 574A 9AFB 98B2 BABD 7AED 235F




Downloading and Verifying TAIIsS

A But the integrity of this relies on that of the
https:// TLS website or the GH(&yserveyou
got the Signing Key from

A N.B. Even this does not completely guarantee
that this is an untampered version of the
software, If a Nation State Is doing Man In the
Middle / or NSA / GCHQ QUANTUM side
jacking



Downloading and Verifying TAIIsS

A Since TAILS is open source, it is theoretically

possible to build it from the (examinable) source
code.

A Almost no real users can or will ever do this

A However, the threat to Nation State attackers is
that someone *could* detect and reverse
engineer and steal any Zero Days malware,
thereby limiting the chances of such attacks
except against unsophisticated high value targets
e.g. ISIS or Trump henchmen (but not Putin etc.)



Check your USB Is formatted to FAT3

A It can be hard to forensically securely erase data on a
USB flash memory pen drive / key due to the Wear
Levelling Algorithms which spread the logical file
system locations around underneath the physical Flasrt
Abstraction Layer

A Use two fresh USB keys of the same size and model
bought over the counter for cash in elpscos

A Do not order these online e.g. via Amazon even if
slightly cheaper, but leaving a financial dat& &
tipping of potential Supply Chain tampering attackers



Check your USB Is formatted to FAT3

A If you are being targeted by a sophisticated
attacker, they could change the firmware of
the Flash Memory Controller chip to include
e.g. pass phrase or crypto key or bitcoin etc.
stealing malware so do not reuse USB sticks
from dodgy sources



Check your USB Is formatted to FAT3

A By default your out of the packaging USB key
will be formatted as FAT32 but right click and
look at the Properties to check

SSSSSSS
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Capacity:




Follow the TAILS website workflow

A The TAILS website has good screenshots and
workflow of how to install TAILS using
Windows or Apple Mac or Linux.

A We will follow the Windows workflow (N.B.
once completed the TAILS USB key can be
used to boot on e.g. Apple Mac even If
created on Windows and vice versa)



Follow the TAILS website workflow

wis Tails - Privacy for anyone ... X | ==

@~ € ©a nitpsy/tailsboum.org @ Q tails > B 85 =

search

A Privacy for anyone anywhere y
English DE ES FA FR IT PT

| Privacy for anyone anywhere

Tails is a live operating system  that you can start on almost any computer from a USB
stick or a DVD.

It aims at preserving your privacy and anonymity, and helps you to:

» use the Internet anonymously and circumvent censorship; About
all connections to the Internet are forced to go through the Tor network ;

* leave no trace on the computer you are using unless you ask it explicitly;
* use state-of-the-art cryptographic tools to encrypt your files, emails and instant

messaging. Documentation

Learn more about Tails.

Getting started...

Help & Support

. Contribute
News Security
News

Call for testing: VeraCrypt support in Numerous security holes in Tails 3.7.1

Tails Posted Sun 24 Jun 2018 07:25:18 PM
Posted Fri 13 Jul 2018 10:00:00 PM CEST &
PR w

httne /ftaile hrnim arndinday an html Y




Follow the TAILS website workflow

s Tails - Download and inst.. X | =

@~ € ©a nttps//tailsboum.org/install/index.en.html @ Q tails > B 8 =

¥ Tails

theamnesicincogn

f:} Download and install Tails English DE ES FA FR IT PT

| Download and install Tails

Thank you for your interest in Tails.

Installing Tails can be quite long but we hope you will still have a good time :)

We will first ask you a few questions to choose your installation scenario and then guide
you step by step.

Which operating system are you installing Tails from?

_ _ ]
>



Follow the TAILS website workflow

mas Tails - Windows X I+
¢ Q tails » a

6' €& Oa https://tails.boum.org/install/win/index.en.htm|

& Tails

theamnesicincc

{a}  install  Windows English DE ES FA FR IT PT

I Windows

INSTALL FROM ANOTHER TAILS DOWNLOAD AND INSTALL

If you know someone you trust who uses Tails already, then You need:
you can install your Tails by cloning from their Tails.

¢ 2 USB sticks (at least 8 GB) Why 27
You need: 1 hour to download Tails (1.2 GB)
* 1 hour to install

¢ 1 other Tails (USB stick or DVD)
e 1 USB stick (at least 8 GB)
* Y hour to install

You can also:
e Burn Tails on a DVD
® Run Tails in a virtual machine




Follow the TAILS website workflow

was Tails - Windows 2 was Tails - Install from Windows < +

@~ (€ O®a nttpsy/tailsboum.org/install/win/usb-overview/index.en.html 60% O tails

@
heamnesicince

fé install win Install from Windows English DE ES Fa FR IT PT

| Install from Windows

2 hours in total & smartphone
12 o another campurer,

£ follow the instructions

First you will install an intermediary Tails on the first USB stick.

4ol <

Downlosd Install Restart.

Then you will install the final Tails on the second USB stick.

Instsll Restart Configure Restart




Follow the TAILS website workflow

s Tails - Windows X mas Tails - Install from Windows X =

6' (- > Oa https://tails.boum.org/install/win/usb-download/index.en.html

& Tails

60% c tails

theamnesicincognitolive

install win Install frem Windows

English DF £S5 R IT PT

I Install from Windows
1/7 Download Tails 3.8

Direct download BitTorrent download

1.1 DOWNLOAD TAILS 1.1 DOWNLOAD TAILS [TORRENT FILE)

Verify using OpenPGP {optional)

If you know OpenPGF, you can also verify your download using an OpenPGP
signature instead of, or in addition to, our browser extension or BitTorrent.

1. Download the

2. Download the

and save it to the same folder where
you saved the 1SO image.



Follow the TAILS website workflow

A The TAILSsodistribution is just over a 1
Gigabyte In size, so the time It takes to
download will vary with your available
Internet connection speed

A For this workshop theésohas already been
downloaded (and verified, but see above)



Follow the TAILS website workflow

2. Click on the following link to download Universal USB Instafler:

@? 3. At the Windows security warning, confirm that you want to run the program.

4. Read the license agreement and click T Agree to continue and start Universal USE
Installer.

{5 Unvoers o US8 taller LT e = &
== USB Installer
Fed A

7

[}

. Select Tails from the drop-down list.

Step 1: Tals Selected. Go to step 2.
| Tails

| Visit the Tais Home Page

o

. Click Browse and choase the IS0 image that you downloaded earlier.

~

. Use the drop-down list to specify the USB stick on which you want to install the ISO
image.

0 If the USB stick does not appear in the drop-down list, make
sure that it is plugged in correctly and restart Universal USB
Installer.

8. Select the Fat32 Format option.
Step 3: Drive O Selected. Show al Drives (USE WITH CAUTION)
B\ FDD =

/e Wil Fat32 Format Ex\

y. N If you forget to select the Fat32 Format you will not be able
&= to install the final Tails in step 4.

Step 3! Drve D: Selected. Show all Drives (USE WITH CAUTION)
NTFS Format Drive (Erases Content)

D:\ FOO —
[TR€at32 Format Drive (Erases Content)



Follow the TAILS website workflow

A Down loading a copy of the Universal USB
nstaller software relies on the integrity of the
nttps://tails.boum.org TLS encrypted website



https://tails.boum.org/

Universal USB Installer

A Select Tails from the long list of standard Linux
and Windowsisodistributions- the software is
designed to allow you boot and install various
software destructions from a USB stick rather
than having to burn a DVD disc, which not all
computers have these days

A It puts its own small bootable Linux distribution
on the USB, hence why TAILS is a 2 stage proce:!
primarily to get rid of this bootstrap when no
longer needed



Universal USB Installer

A Select the Tailsgso in the folder you
downloaded It to

A Tick the Format as FAT32 if your USB device
not already formatted as such

A Start the install.



Universal USB Installer

€ .

Copying tails-amd64-3.8 «<~ USB Installer

Pendrivelinux.com
Please wait while Universal USB Installer copies tails-amdé4-3.8 (.31
to F: "

#p Universal USB Installer 1.9.8.0 Setup

Universal USB Installer is ready to perform the following
| acions:

1.) Create Syslinux MBR on (F:) - Any existing MBR will be
Overwritten!

2.) Create UUI Label on (F:) - Existing Label will be Overwritten!
3.) Install tails-amd64-3.8 on (F:)

Are you positive Drive (F:) is your USB Device?
Double Check with Windows (My Computer) to make sure!

Click YES to perform these actions on (F:) or NO to Abort.

Yes No
[



Universal USB Installer

’:7“ Jniversal USB Installer 1.9.8.0 Setup
17% Extracting C\tails_iso\tails-amd64-3.8.is0 X

Elapsed time: 00:00:27 Total size: 1158 MB
Remaining time: 00:02:10 Speed: 7510 KB/s
Files: 360 Processed: 198 MB
Compression ratio: 100% Compressed size: 158 MB

live\
filesystem squashfs




Universal USB Installer

A Using USB 3.0 the process takes a couple of
minutes for a 16 GB USB device

A For USB 2.0 it takes about 10 minutes fora 1
GB USHevice

A TAILS needs a minimum of 4GB USB devices
but you cannot easily buy anything smaller
than 16 GBiowadays over the counter



Universal USB Installer

%p Universal USB Installer 1.9.8.0 Setup —

. = UUSB Installer
installation Complete Pendrivelinux.com
Universal USE Installer copied tails-amd64-3.8 to F: ﬁ-;«ﬂ
o ¢

Copy Done, Process is Complete!




Universal USB Installer

8. Select the Fat32 Format option.

Step 3: Drive D: Selected. [ Show all Drives (LISE WITH CALITION)

'D‘-\ i VI ‘a'e Will Fat32 Format E:

1% If you forget to select the Fat32 Format you will not be able
I\
‘Q’ to install the final Tails in step 4.

Step 3: Drive D; Selected, ™ show all Drives (USE WITH CALITION)

|D:\ FDD -

9. Click Create.

10. A warning appears. Click Yes to start the installation. The installation takes a few
minutes.

11. After the installation is finished, click Close to quit Universal USB Installer.

EFd)

Intermediary Tails

Cool, you now have an intermediary Tails on your first USB stick. You will soon
have to restart your computer on this USB stick. It can be a bit tricky, so good
luck!




Boot the Intermediate TAILS USB

A Shut down Windows and boot from the TAILS
USB device

A You may first have to turn off Secure Boot
setting in your BIOS, but UEFI boot does work
ok on some models and on Apple etc.



Use TAILS Installer to Clone 9 2
FAT32 USB of same size / make

3/7 Open these instructions on another device

In the next step, you will shut down the computer. To be able to follow the rest of
D the instructions afterwards, we recommend you either:

# Open this page on your smartphone, tablet, or
another computer (recommended).

» Print the rest of the instructions on paper.

# Take note of the URL of this page to be able to come
back later:

4/7 Restart on the intermediary Tails

1. Shut down the computer while leaving the first USB stick plugged in.
2. Switch on the computer.

3. If the computer starts on Tails, the Boot Loadsr Menu appears and Tails starts
automatically after 4 seconds.

]

Most computers do not start on Tails by default. If it does
you are lucky. Otherwise, if the computer starts on
Windows, refer to the trc

Automatic boot i
ENTER to boot or TAB to edit a menu entry

4. After 30-60 seconds, another screen called Tails Greeter appears.



Use TAILS Installer to Clone 9 2
FAT32 USB of same size / make



