London CryptoFestival
30th November 2013
Bring and Swap



CryptoFestival Bring & Swap

* London CryptoFestival Bring & Swap
— Avoid drawing attention as you purchase
— Avoid CCTV surveillance (very hard)
— Oyster Travel Card Swaps

— Mobile Phone Swaps
* Prepaid SIM Cards
* Prepaid Mobile Phone Top Up Vouchers
* Unlocked “burner” mobile phone handsets

— Mobile Phone source protection tips
— Webmail & Social Media accounts
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* “Crypto” — from the Greek for “hidden” or
“secret”

 No advanced mathematics required

* Some Common Sense Hints and Tips to help
break some of the Digital & Financial &
Witness trails which might identify you or
your confidential sources and contacts to well
resourced state or corporate or criminal
Investigators
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* Avoid drawing attention to yourself as you
make a purchase

— Use Cash (but not large denomination banknotes
forcing shop staff to find change or perform anti-
forgery checks)

— No Credit Cards
— No Cheques
— No Supermarket Loyalty Cards e.g. Nectar
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* Avoid drawing attention to yourself as you make
a purchase

— Avoid CCTV surveillance if possible

Choose a small retail shop which might not retain CCTV
images for more than a month without overwriting them

Wear a baseball cap etc. which at least partially hides your
face from CCTV cameras usually mounted above you

Do not wear distinctive clothing, or easily tracked corporate
branding logos

Hide any visible tattoos etc.
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* Avoid drawing attention to yourself as you
make a purchase

— No Bulk Purchases
e Shop staff are more likely to remember these

 Some Supermarkets etc. have unadvertised “fair
trading” policies which require supervisory
management approval for bulk purchases (i.e. more
than one per customer) of “special offer” items
— Switch off your Mobile Phone well before
approaching the retail shop & until you are far

away from it
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e QOyster Card
— Paying a Bus or Tube fare by cash is now

* Deliberately more expensive

* Certain to expose you to more CCTV camera coverage &
transport staff memory

* Vulnerable to leaving forensic clues to your identity via
fingerprints, DNA samples, fibre & dust etc.



CryptoFestival Bring & Swap

e QOyster Card

— QOyster Card is a passive RFID smart card, which
can be interrogated and time / location / Serial
Number tracked silently by rogue Card reader
devices up to a range of about 2 to 5 metres

— Genuine Oyster Card readers are tuned down to a
range of a few centimetres e.g. to avoid cross talk
between adjacent Tube gates
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* Foiling the Oyster Card

— When not in use you can cheaply and effectively
block the RFID Oyster Card reader signal which
powers up the Oyster Card with aluminium
cooking foil in the plastic wallet

III

— It is not necessary to wear a “tinfoil helmet
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e QOyster Card

— Transport for London uses the travel data it
collects anonymously from Oyster Card usage to
help plan its timetables & services etc. — fair
enough

— TfL used to comply with narrowly targeted
requests from the Police & Intelligence Agencies
for this data in specific investigations — fair enough
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e QOyster Card

— Congestion Charge ANPR & CCTV data as well as
any registration and credit card etc. payment data,
is no longer protected by the Data Protection Act

— It is handed over “in bulk, in real time” to the
Metropolitan Police for secret “pattern matching”
/ Data Trawling of millions of innocent journeys.
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e QOyster Card

— This was inflicted on us by Labour Home Secretary
Jacqui Smith in 2007 by Ministerial Certificate (with no
debate) and has still not been revoked by the
Conservative / Lib Dem Coalition Home Secretary
Theresa May.

— Ministerial Certificate signed 4th July 2007:
DPA/s.28/MPS/2007/CC1

* http://webarchive.nationalarchives.gov.uk/+/http:/www.ho
meoffice.gov.uk/about-us/freedom-of-information/released-
information/foi-archive-crime/7393-DPA-real-time-
cameras/7393-certificate-1998?view=Binary



http://webarchive.nationalarchives.gov.uk/+/http:/www.homeoffice.gov.uk/about-us/freedom-of-information/released-information/foi-archive-crime/7393-DPA-real-time-cameras/7393-certificate-1998?view=Binary
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e QOyster Card

— We have to assume that Oyster Card data is also
being handed over to the Police etc. for the same
sort of “national security pattern matching” to
(foolishly) try detect “suspicious” behaviour
patterns amongst the mostly innocent travelling
public.
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e QOyster Card

— One way to confuse the Data Trawling is to regularly
Swap your Oyster Travel Card with someone else, who
has a different pattern of travel.

— This does not affect Tfl's transport planning, but
should help to confuse the Metropolitan Police & UK
or Foreign intelligence agencies who have access to
Oyster Card travel pattern & payment data

— N.B. if you are the target of a specific investigation,
they will soon overcome any confusion, but at extra
cost, so it could be enough to confuse their Data
Trawling and prevent you from being generally
targeted in the first place.
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* QOyster Card Swap:

— Buy Pre-paid Oyster Cards at a Tube Station or
other retail outlet, ideally without much CCTV or
attentive staff

e £5 deposit+ £5 minimum top up = £10
* Do not buy or register the Oyster Card online

— Swap your Oyster Card for another unused one
with someone at this event
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* QOyster Card Swap:
— Swap already used Oyster Cards
 settle up any minor unused credit differences
— Wipe fingerprints & DNA samples etc.

— Line the plastic wallet with aluminium foil (against
faulty official readers & sneaky commercial or
other snoopers)

— Repeat regularly

* Do not forget to make some use of the Oyster Card
within 6 months or it will get cancelled
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— Mobile Phone Swaps
* Prepaid SIM Cards
* Prepaid Mobile Phone Top Up Vouchers
* Prepaid Mobile Phone Top Up Magnetic Swipe Cards
* Cheap, disposable “burner” Mobile Phone handsets
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* Prepaid SIM Cards

— Unlike some other European Union countries e.g.
Germany or Spain, it is still legal to buy an
unregistered Mobile Phone SIM card in the United
Kingdom

— Most Supermarket Phone Shops offer Prepaid SIM
Cards for 99p each and there are also various
“free SIM Card” offers

* Avoid drawing attention to yourself as you
make a purchase
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— Prepaid Mobile Phone Credit Top Up Vouchers

— Do not use
» Supermarket Loyalty Card
» Credit Card

» Automated Teller Machine to purchase Mobile Phone
Credit the transaction will be linked to your bank account
details

» Internet Banking website for the same reason

* Minimum T-Mobile top up is £5, other networks £10
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* Once purchased, you can send the Top Up Voucher

code number to some one else
— Do not do this directly via SMS text message (unless
encrypted )
— Do not use unencrypted email for this
— Embed the characteristic 12 or 19 digit etc. Voucher code in a
longer message padded out with redundant data before
encryption to confuse comms data traffic analysis.
* Instruct your confidential source not to immediately
apply a Top Up Voucher code — they are usually valid for
up to 6 months (N.B. Till printed paper vouchers often

fade quite quickly)
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— Prepaid Mobile Phone Top Up Magnetic Stripe
Swipe Cards

— Some Networks e.g. Orange or T-Mobile allow you to register
a Magnetic Stripe Swipe Card with which to remotely top up
mobile phone credit at a Supermarket checkout till etc.

— Do not use
» Supermarket Loyalty Card
» Credit Card

* Do not Register the Swipe Card at or near the physical
location of a meeting with your confidential source.
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* Disposable “Burner” phones and Top Up
Vouchers or Swipe Cards provided by
journalists or activists to their sources can
help to focus potential surveillance activities
on themselves, rather than on the identities of
their confidential sources,

* Some sources will be ok with getting their
own, but they should be made aware of the
risks.
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e Mobile Phone “burner” handsets

— Swapping SIM Cards does not cover your tracks

* Call Detail Records include the International Mobile
Equipment Identifier (IMEI) of the handset with every
voice or data call or SMS text message

— Itis illegal in UK to re-program an IMEI (5 years in
prison) or even to offer to do so !

— Use cheap, prepaid Mobile Phone handsets £15 to
£20 from Supermarkets etc., ideally not locked to
one Network
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e Mobile Phone “burner” handsets

— See the previous slides about not drawing
attention to yourself during a purchase

— Opening the casing, removing the battery &
inserting the SIM card etc. will leave lots of
forensic evidence e.g. fingerprints, DNA samples,
hair, fibre, dust etc. unless you take special care to
avoid this e.g.

* Ultraviolet light steriliser works by cross-linking DNA

base pairs
— kills bacteria & viruses & scrambles DNA “fingerprints”
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e Mobile Phone “burner” handsets

— Power on of a handset is location registered with
the Network, even without a SIM card inserted
(phones must offer 999 emergency calls even with
no credit or contract)

— First time use of a new SIM in a new handset is
specially tracked and recorded (crypto keys are
generated in the SIM card & sent to Mobile
Network’s Home Location Register)
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e Mobile Phone “burner” handsets

— Do not activate your new handset and SIM card at
home or where you meet your confidential
contacts to hand over a “burner” phone

— You could try to mislead Communications Data
snooping analysts by switching on your new
mobile phone and SIM card close by to prominent
buildings e.g. Police or Intelligence Agency or
Corporate HQs (but avoid CCTV)
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e Mobile Phone “burner” handsets

 Some mobile phone handsets can send an SMS
message to a list of contacts when the SIM card is
changed, as a security precaution against theft

 Some mobile phone handsets can send an SMS
message to a list of contacts when an Alarm key

sequence is pressed — possibly useful in some arrest or
physical attack scenarios

— Check if these features are enabled before
swapping Mobile Phone handsets



CryptoFestival Bring & Swap

* Mobile Phone source protection tips

— Do not contact multiple whistleblowers or confidential
sources on the same identifiable phone

— If one source is under investigation, then the others
may also be compromised unnecessarily by the “mole

hunt” for this source, through the “Friendship Tree”
analysis of this phone.

— Do not use “burner” phones to contact any of your
regular contacts at all — do not “phone home”
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* Mobile Phone source protection tips

— Word Codes for arranging meetings or document
drops

* Through other secure channels e.g. a face to face
meeting, agree a simple Word Code to disguise Time &
Location of meeting request / cancellation or document
deliveries / pickups messages so that there is plausible
deniability of the content of any voice calls or SMS texts
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* Mobile Phone source protection tips
— Beeping

* Pre-arranged signals via mobile (or landline) phone
without answering

» e.g. 3 rings and then hang up = “l am on the train, pick me
up at the station in the next 15 minutes”

— The Rules of Beeping: Exchanging Messages Via Intentional
“Missed Calls” on Mobile Phones

— http://research.microsoft.com/apps/pubs/default.aspx?id=74
532



http://research.microsoft.com/apps/pubs/default.aspx?id=74532
http://research.microsoft.com/apps/pubs/default.aspx?id=74532
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* Mobile Phone source protection tips
— |If you meet your confidential source face to face:

e Ensure that you have switched off your identifiable
mobile phone(s) (and 3G enabled Tablet computers or
e-book readers) at least a kilometre away from the
meeting location (in cities), at least 35 Km away in the
countryside - or leave them switched on at home

* Use a fresh pair of “burner” phones for every meeting
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* Mobile Phone source protection tips

— Even with “burner” phones switch off:
* Bluetooth (available on even cheap phones)
* WiFi (usually only SmartPhones)
* NFC (supposedly short range, but still a characteristic
“fingerprint”)
e GPS Location Services (mapping = tracking)

e Aluminium kitchen foil Faraday Cage for devices where
you cannot remove the battery e.g. Apple
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* Mobile Phone source protection tips

— Set a keyboard password / PIN on all your mobile
phone handsets

* This will not stop your Contacts and any SMS text messages
or photos etc. from being forensically copied (or even Un-
Deleted) if your phone is seized by the Police etc.

* It will probably be enough to prevent the casual sort of
snooping which police, security guards or family members
etc. often engage in when they have access to your phone
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 Mobile Phone source protection tips

— You can sometimes be tipped off to Direct
Surveillance by unprofessional surveillance
operatives using their Mobile Phones with
Bluetooth wireless earpieces

— It is worth scanning for Bluetooth devices when
you are on public transport or in a pub or cafe etc.
for a meeting to see if any familiar or suspicious
Bluetooth devices are nearby
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* Webmail & Social Media accounts
— London CryptoFestival is an opportunity to swap:

* “free” web email accounts e.g. gmail or yahoo
* “free” social media accounts e.g. Twitter or FaceBook

— Investigative journalists & bloggers etc. should
always have a few “free” accounts ready to hand,
in case they are contacted by whistleblowers



CryptoFestival Bring & Swap

e Webmail & Social Media accounts

— Pick a plausible name not an obvious pseudonym
e.g. “Charles Farr” rather than “Mickey Mouse”

— Go through the normal free web based
registration process

— Use Google Maps to find plausible real addresses
and post codes, ideally in multi-tenant buildings in
busy cities e.g. Buckingham Palace London SW1A
1AA
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e Webmail & Social Media accounts

— Use the Tor software which you have learned

about at the CryptoFestival or with which you are
already familiar

— If Two Factor Authentication is required e.g. for
Google or Twitter use your the disposable
“burner” mobile phone number

 use the full international dial code if you are in

physically different country to that where you are
apparently registering from

— e.g. +44 (0)794 366 1808
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e Webmail & Social Media accounts

— Many web account registrations only check that a
phone number has the correct number of digits
and do not attempt to dial it or send an SMS text.

— Make a note of the Username and initial Password
of the account(s) you have created

— Bring these along to the next CryptoFestival or
similar event and swap them with ones created by
other attendees
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e Webmail & Social Media accounts

— Remember that provided you do not intend to
commit fraud, you are legally entitled to use any
name(s) or pseudonym(s) or aliases you wish, in
the United Kingdom.

* Mrs. Cherie Blair is also legally known as Ms. Cherie
Booth QC
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e Webmail & Social Media accounts

— When you get away from the CryptoFestival, log in to
your newly acquired web email or social media
accounts, ideally using Tor or other VPN proxy
techniques

— Change the password and bump up the privacy
settings e.g. turn on “always use https:// SSL
connections” if possible

— N.B. some free accounts expire quickly if not used e.g.
after 3 weeks of inactivity for free encrypted
Hushmail.com email accounts
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Questions or corrections to Mark at:

Web:

— https://www.cryptoparty.in/london cryptofestival
/schedule

Email: info@CryptoFestival.org.uk
PGP Key ID: 0x72D22778909C6246

Burner Phone number guaranteed to be
Comms Data snooped on: 0794 366 1808



https://www.cryptoparty.in/london_cryptofestival/schedule
https://www.cryptoparty.in/london_cryptofestival/schedule
mailto:info@CryptoFestival.org.uk
http://keyserver.ubuntu.net/pks/lookup?op=vindex&search=info@cryptofestival.org.uk&fingerprint=on

